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PART 1: POLICY FOR UNDERTAKING DIRECTED COVERT

1.1

1.2

1.3

1.4

SURVEILLANCE AND USE OF COVERT HUMAN
INTELLIGENCE SOURCES

Introduction

The performance of certain investigatory functions of Local Authorities
may require the surveillance of individuals or the use of informants.
Such actions may intrude on the privacy of individuals and can resuit in
private information being obtained and as such, should not be
undertaken without full and proper consideration. Legislation now
governs how Local Authorities should administer and record
surveillance and the use of informants and renders evidence obtained
lawful for all purposes. This Policy sets out the Council's rules and
procedures.

The purpose of this Policy is to ensure there is a consistent approach
to the undertaking and authorisation of surveillance activity. Therefore
this Policy is to be used by all Council service areas and officers
undertaking investigation work and using the techniques of surveillance
or the use of Covert Human Intelligence Sources (CHIS's).

In this Policy the following terms shall have the meanings stated:

“Investigating Officer” — shall mean any Council Officer undertaking
or wishing to undertake directed covert surveillance or to use a CHIS
provided he / she has received appropriate training.

“Authorising Officer” — shall mean all Chief Officers and the following
Group Managers in the Department for Place (Group Manager,
Regulatory Services; Group Manager, Waste & Environmental Care
and Group Manager, Partnership Community Safety) who can
authorise directed covert surveillance or the use of a CHIS provided he
/ she has received appropriate training.

"Senior Responsible Officer" — shall mean the Head of Legal &
Democratic Services.

This Policy was updated in April 2010 to reflect the following Statutory
Instruments and new codes of practice for Covert Surveillance and
Covert Human Intelligence Source (CHIS):

. The Regulation of Investigatory (Communications Data) Order
2010 [SI2010/480].
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2.1

2.2

. The Regulation of Investigatory Powers (Directed Surveillance
and Covert Human Intelligence Sources) Order 2010 [SI
2010/521] together with an Explanatory Memorandum as
amended by the Regulation of Investigatory Powers (Directed
Surveillance and Covert Human Intelligence Sources)
(Amendment) Order 2012 [SI 2012/1500).

. The Regulation of Investigatory Powers (Covert Hurman
intelligence Sources: Code of Practice) Order 2010 [2010/462)]
together with an Explanatory Memorandum.

. The Regulation of Investigatory Powers (Covert Surveillance
and Property Interference: Code of Practice) Order 2010 [SI
2010/463] together with an Explanatory Memorandum.

= The Regulation of Investigatory Powers (Extension of
Authorisation Provisions: Legal Consultations) Order 2010 [si
2010/461] together with an Explanatory Memorandum.

This Policy was further updated in November 2012 to reflect the
provisions of the Protection of Freedoms Act 2012 which now requires
that from the 1* November 2012 a Justice of the Peace ("JP") must
approve all Local Authority RIPA applications and renewals.

Two guidance documents explaining this new authorisation process
have been issued by the Home Office to Local Authorities and
Magistrates and these are available on the following website:

http-//www.gov.uk/government/publications/changes-to-local-authority-
use-of-ripa

Background

On 2" October 2000 the Human Rights Act 1998 {HRA) came into
force making it potentially unlawful for a Local Authority to breach any
article of the European Convention on Human Rights (ECHR). Any
such breach may now be dealt with by the UK courts directly, rather
than through the European Court at Strasbourg.

Article 8 of the ECHR states that everyone has the right to respect for
his private and family life, his home and his correspondence. There
shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a
democratic society in the interests of:

. National security

= Public safety

. The economic well-being of the country
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2.4

. The prevention of disorder or crime
. The protection of health or morals
s The protection of the rights and freedoms of others

The performance of certain functions by Local Authorities may require
the directed covert surveillance of individuals or the use of informants,
known as CHIS.

Those who undertake directed covert surveillance on behalf of a Local
Authority may breach an individual's human rights, unless such
surveillance is consistent with Article 8 of the ECHR and is both
necessary and proportionate to the matter being investigated.

As a result of the legislative changes referred to in 1 above, Local
Authorities can now only authorise directed covert surveillance under
RIPA for the purpose of preventing or detecting conduct which
constitutes a criminal offence which is:

(@)  punishable (whether on summary conviction or indictment) by a
maximum term of at least six months imprisonment; or

(b)  involves the sale of alcohol or tobacco to children.

Furthermore the Council's authorisation can only be given effect once
an Order approving the authorisation has been granted by a JP.

Note

. A Local Authority cannot authorise the use of directed covert
surveillance under RIPA to investigate low level offences e.g.
littering, dog control and fly posting. Neither can a Local
Authority authorise such surveillance for the purpose of
preventing disorder, unless this involves a criminal offence
punishable in the way described above.

. The crime threshold referred to above applies only to the
authorisation of directed covert surveillance under RIPA, not to
the authorisation of Local Authority use of CHIS or their
acquisition of communications data.

In order to properly regulate the use of directed covert surveillance and
the use of CHISs in compliance with the HRA, the Regulation of

Investigatory Powers Act 2000 (RIPA) came into force on 25
September 2000.
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RIPA requires that all applications to undertake directed covert
surveillance of individuals or to use CHISs are properly authorised,
recorded and monitored. This Policy sets out the procedures that need
to be followed by officers of the Council prior to undertaking and during
such activities, to meet the requirements of RIPA.

Failure to comply with RIPA may leave the Council open to potential
claims for damages or infringement of individual's human rights. It may
also mean that any evidence obtained in breach of the provisions of
RIPA is rendered inadmissible in Court.

What is Surveillance?

Surveillance is:

. Monitoring, observing or listening to persons, their movements,
their conversations or their other activities or communications.

" Recording anything monitored, observed or listened to in the
course of surveillance, with or without the assistance of a
device.

By its very nature, surveillance involves invading an individual's right to
privacy. The level of privacy which individuals can expect depends
upon the nature of the environment they are within at the time. For
example, within an individual's own home or private vehicle, an
individual can expect the highest level of privacy. The level of
expectation of privacy may reduce if the individual transfers out into
public areas.

There are different types of surveillance which, depending on their
nature, are either allowable or not allowable and require different
degrees of authorisation and monitoring under RIPA.

Overt surveillance is where the subject of surveillance is aware that it
is taking place. Overt surveiilance does not contravene the HRA and
therefore does not require compliance with RIPA. Therefore
authorisation is not required for surveillance of the following kinds:

. General observations that do not involve the systematic
surveillance of an individual or a group of people.

. Use of overt CCTV surveillance.

s Use of overt ANPR systems to monitor traffic flows or detect
motoring offences.

. Surveillance undertaken as an immediate response to a
situation.
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3.7

) Review of staff usage of the internet & e-mail (but see 6 below).

Covert surveillance is defined as “surveiilance which is carried out in
a manner calculated to ensure that the persons subject to the
surveillance are unaware that it is or may be taking place” and is
covered by RIPA. Covert surveillance is categorised as either intrusive
or directed.

Intrusive covert surveillance is defined as covert surveillance that is
carried out in relation to anything taking place on any residential
premises or in any private vehicle and involves the presence of an
individual on the premises or in the vehicle or is carried out by means
of a surveiliance device. RIPA does not empower Local Authorities to
authorise or undertake intrusive covert surveillance. Other means of
investigation shouid be considered.

Directed covert surveillance is surveillance which is covert but not
intrusive and undertaken:

. For the purposes of a planned specific investigation or
operation;
. [n such a manner as is likely to result in the obtaining of private

information about a person (whether or not that person is
specifically targeted for the purposes of an investigation or
operation);and

= Other than by immediate response to circumstances when it
would not be practical to seek authorisation, for example,
noticing suspicious behaviour and continuing to observe it.

Private information should be interpreted to include any information
relating to an individuals private, family or working life. The concept of
private information should be taken generally to include any aspect of a
person’s private or personal reiations with others, including family and
professional or business relationships. Family life should be treated as
extending beyond the formal relationships created by marriage.

Whilst a person may have a reduced expectation of privacy when in a
public piace; directed covert surveillance of that person’s activities in
public may still result in the obtaining private information.

Private information may include personal data, such as names,
telephone numbers and address details. Where such information is
acquired by means of directed covert surveillance of a person having a
reasonable expectation of privacy authorisation is required.
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Directed covert surveillance involves the observation of a person or
persons with the intention of gathering private information to produce a
detailed picture of a person's life, activities and associations. Private
information may include personal data such as names, telephone
numbers and address details. Directed covert surveillance does not
include entry on or interference with property or wireless telegraphy but
may include the use of photographic and video equipment (including

the use of CCTV). Directed covert surveillance is covered by RIPA and

requires prior authorisation.

What is a Covert Human Intelligence Source (CHIS)?

A CHIS is defined in section 25(7) of the RIPA as a person who
establishes or maintains a personal or other relationship with another
person for the covert purpose of facilitating anything that:

(@ Covertly uses such a relationship to obtain information or to
provide access to any information to another person; or

b} Covertly discloses information obtained by the use of such a
relationship or as a consequence of the existence of such a
relationship.

By virtue of section 26(9)(b) of RIPA a purpose is covert, in relation to
the establishment or maintenance of a personal or other relationship, if
and only if, the relationship is conducted in a manner that is calculated
to ensure that one of the parties to the relationship is unaware of the
purpose.

By virtue of section 26(9)(c) of RIPA a relationship is used coverily, and
information obtained as above is disclosed covertly, if and only if it is
used or, as the case may be, disclosed in a manner that is calculated
to ensure that one of the parties to the relationship is unaware of the
use or disclosure in question.

It is not anticipated that CHISs will be used in the normal course
of Council investigatory activity. Any Council Officer considering the
use of a CHIS must first contact the Senior Responsible Officer or the
Chief Legal Assistant to discuss the suitability of this approach.

Authorisation is not required when individuals, including members of
the public, are requested to provide information pertaining to other
individuals, unless they are required to form a relationship with those
other individuals.

Procedural principles for Surveillance and use of CHIS's

Comprehensive procedures for undertaking directed covert surveiliance
and the use of CHISs are given in Parts 2 and 3 of this Policy
respectively.




5.2  The conduct of surveillance which is consistent with these procedures
can be undertaken with confidence that any evidence obtained will be
admissible in a criminal trial, provided the conduct is authorised and is
carried out in accordance with the authorisation. The authorisation
must be shown to be necessary on the grounds of preventing or
detecting crime (see 2.3 above).

5.3  The Investigating Officer seeking authorisation for directed covert
surveillance or CHIS activity and the Authorising Officer must give
consideration to the following factors:

Necessity — Is directed covert surveillance or CHIS activity the
only or best way to obtain the desired information, or are other
less invasive methods appropriate?

Proportionality — s the surveillance activity or CHIS activity
proportional to the evidence that will be obtained and to the
privacy the subject could reasonably expect? The methods used
to obtain evidence should not be excessive and should be as
non-invasive as it possible. The surveillance should not restrict
an individual's right for privacy more than is absolutely
necessary.

Collateral Intrusion - Wil the surveillance result in the
observing of innocent peopie? If so can it be avoided or
minimised?

Further Considerations:

Does the application relate to a prevalent offence?

Have other ways of gefting the information have been
investigated?

Is surveillance a reasonable approach and "not a sledge
hammer to crack a nut’?

The risk of the direct surveillance and CHIS activity must be
considered and managed.

Surveillance authorisations remain valid for 3 months but should
must be cancelled prior to that if no longer required.

CHIS authorisations remain valid for 12 months and should-must
be cancelled prior to that if no longer required.
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5.7

5.8

. Authorisations should be periodically reviewed by the
Authorising Officer and the need for continued surveillance or
CHIS activity ascertained; if no longer required authorisations
should be cancelled.

Al officers undertaking directed surveillance or wishing to use a CHIS
must have received appropriate training to enable them to undertake
this task.

Training should be periodically arranged to ensure that sufficient
Authorising Officers are available.

Where surveillance or the use of a CHIS is likely to result in the
obtaining of confidential information, it is imperative that legal advice
should first be sought from the Senior Responsible Officer or the Chief
Legal Assistant. Confidential information inciudes, though is not limited
to, matters subject to legal privilege, confidential personal information
and confidential journalistic material. Confidential personal information
Is information held in confidence relating to the physical or mental
health or spiritual counselling concerning an individual (whether living
or dead) who can be identified from it.

The application for authorisation must include the following elements
and the Authorising Officer must consider these, before authorising the
directed covert surveillance or CHIS activity:

. full details of the reason for the directed covert surveillance or
CHIS activity and the intended outcome;

. the proposed surveillance activity described as fully as possible,
with the use of maps or other plans as appropriate:

. the necessity and proportionality to the potential offence
consideration and whether other methods of less intrusive
investigation should / have been attempted and whether they
are appropriate;

. the resources to be applied and tactics and methods should also
be included;
. the anticipated start date and duration of the activity, if

necessary broken down over stages;

s details (including unique reference number) of any surveillance
previously conducted on the individual.

In addition the Authorising Officer should notify the Chief Executive &
Town Clerk of an authorisation.
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5.1

5.12

Services that undertake surveillance activity or use of CHISs should put
in place adequate arrangements for the retention of evidence gathered.
The arrangements must comply with the Criminal Procedure ang
Investigations Act 1996.

Evidence or intelligence obtained as a result of a RIPA authorisation
should not be passed to other agencies such as the Police unless the
request meets the Data Protection Act requirements. Therefore a
section 29 DPA form should be received by the officer in charge of the
Council investigation. This will assist with oversight of the process.

The Authorising Officer's statement on the authorisation form should
clearly demonstrate agreement that the activity is necessary and
proportionate and that he / she has thoroughly considered the matter
before authorising.

The responsibilities of the Senior Responsible Officer are:

" Maintaining the Council's RIPA Policy and Procedures

" the integrity of the processes in place within the Council to
authorise directed covert surveillance

a compliance with the legislation and Codes of Practice

" engagement with the Office of Surveillance Commissioners

("OSC") and inspectors when they conduct their inspections,

. where necessary, overseeing the implementation of any post
inspection action plans recommended or approved by a
Commissioner; and

= for ensuring that all Authorising Officers are of an appropriate
standard in light of any recommendations in the inspection
reports prepared by the Office of Surveillance Commissioners.
Where an inspection report highlights concerns about the
standards of Authorising Officers, this individual will be
responsible for ensuring the concerns are addressed.

The Chief Legal Assistant will maintain a Central Record of RIPA
Applications and Authorisations (including the JP approval form). This
Central Record will be used to track the progress of authorisations and
ensure that reviews, renewals and cancellations take place within the
prescribed timeframe. Copies of all RIPA authorisations, reviews,
renewals and cancellations should be forwarded to Chief Legal
Assistant promptly. The record will be available to the Office of
Surveillance Commissioners ("OSC"), at any time. The Central Register
format will be consistent with that detailed in the Home Office Code of
Practice.

10




5.13 A report on the use of RIPA will be submitted to the first Cabinet in the
municipal year. Cabinet will consider this Policy and review the
Council's use of RIPA.

5.14 The head of each section which undertakes directed surveillance or
CHIS activity will ensure that:

. staff receive the necessary training;

" all activity is in accordance with RIPA, the Codes of Practice and
this Policy; and

s relevant procedures are maintained to ensure the above.
6. Surveillance outside of RIPA

It may be necessary for the Council to undertake surveillance which
does not meet the criteria to use the RIPA Iegislation, such as in cases
of disciplinary investigations against staff. The Council still must meet
its obligations under the Human Rights Act and therefore any
surveillance outside of RIPA must still be necessary and proportionate
having taken account of the intrusion issues. The decision making
process and the management of such surveillance must be
documented.

7. Use of CCTV

The use of the CCTV systems operated by the Council do not normally
fall under the RIPA regulations. However, it does fall under the Data
Protection Act 1998 and the Council's CCTV Policy. However, should
there be a requirement for the CCTV cameras to be used for a specific
purpose to conduct surveillance it is likely that the activity will fall under
directed covert surveillance and therefore require an authorisation.

On the occasions when the CCTV cameras are to be used for directed
covert surveillance, either by enforcement officers from relevant
departments within the Council or outside Law Enforcement Agencies
such as the Police, either the CCTV staff are to have a copy of the
notes of the application form in a redacted format, or a copy of the
authorisation page. i-itis-an-urgenteral-authority a-copy of the-netes.of
he applisantand-Authodsing Officerare to-be reta af-least-some

what -has—been—authorised—It is important that the staff check the
authority and only carry out what is authorised.

Operators of the Council's CCTV system need to be aware of the RIPA
issues associated with using CCTV and that continued, prolonged,
systematic surveillance of an individual may require an authorisation.

11




PART 2 DETAILED PROCEDURE FOR UNDERTAKING DIRECTED

3.1

3.2

3.3

3.4

COVERT SURVEILLANCE
Purpose

To ensure that surveillance is only undertaken in appropriate cases, is
properly authorised and recorded and is compliant with the Human
Rights Act 1998, the Regulation of Investigatory Powers Act 2000 and
appropriate Code of Practices, made there under.

Scope

This procedure must be complied with by all sections and Investigating
Officers, who routinely or occasionally undertake covert directed
surveillance in connection with preventing or detecting crime (the only
permitted purpose for such surveillance). Local investigation
procedures should make reference to this policy.

Procedure

It is very important that the correct authorisation procedure is followed
prior to undertaking surveillance activity. Interference of the right to
privacy without proper authorisation may render any evidence obtained
unusable in a criminal court. If surveillance is conducted on individuals
without the necessary authorisation, the Council and possibiy
individuals may be sued for damages for a breach of Human Rights. In
civil matters adverse inferences may be drawn from such interference.

This procedure is supported by the Home Office “Code of Practice —
Covert Surveillance® which is available on the Home Office website. If
the surveillance is not likely to obtain private information, the codes do
not apply. All Investigating Officers and Authorising Officers should fuily
acquaint themselves with the Code of Practice and refer to it during
both the application and authorisation processes.

All directed cover surveillance activity must be approved prior to the
activity taking place by an Authorising Officer and a Justice of the
Peace (“JP"). Officers seeking authority to undertake surveillance
should complete the form, “Application for use of Directed Covert
Surveillance”. A sample application form with notes is attached at
Appendix_1, but the latest version from the Gov.UK website must
always be used. Completed application forms should be forwarded to
the relevant Authorising Officer.

Completed authorisation forms should be aliocated a reference number
by the Investigating Officer relevant to the department / team and the
particular investigation. The Investigating Officer should also obtain the
next unique reference number from the Central Record of RIPA
Applications and Authorisations maintained by the Chief Legal
Assistant,

12




3.5

3.6

3.7

The Authorising Officer will consider the completed application form
and inform the Investigating Officer of his / her decision. The
Authorising Officer will retain a copy of the authorisation form and
monitor this for review, renewal and cancellation should it be approved
by a JP. The original will be required to be returned to the applicant if
authorised to be presented before a JP. If refused by the Authorising
Officer or JP the original will be forwarded to the Chief Legal Assistant
for filing.

In addition the Authorising Officer must notify the Chief Executive &
Town Clerk of an authorisation,

The Investigating Officer and the Authorising Officer must give
consideration to the following factors:

" Necessity — is covert surveillance the only or best way to
retrieve the desired information, or are other less invasive
methods appropriate?

. Proportionality:

o balancing the size and scope of the proposed activity
against the gravity and extent of the perceived crime or
offence;

) explaining how and why the methods to be adopted will
cause the least possible intrusion on the subject and
others;

o considering whether the activity is an appropriate use of
the legislation and a reasonable way, having considered
all reasonable alternatives, of obtaining the necessary

result; and
o evidencing, as far as reasonable practicable, what other
methods had been considered and why they were not
implemented.
" Collateral intrusion — that is the obtaining of information

relating to persons other than the subject of the investigation
and the need to minimise this.

Magistrates’ Court Approval: As from the 1% November 2012 all
applications and renewals for Directed Covert Surveillance and use of
a CHIS will be required to have a JP’s approval.

13




Having received approval from an Authorising Officer the Investigating
Officer must now complete the relevant application form to seek
approval from a JP. The Investigating Officer must ensure compliance
with the statutory provisions and should refer to the Home Office
publication (October 2012) “Protection of Freedoms Act 2012 —
changes to provisions under the Regulation of Investigatory Powers Act
2000 (RIPA) Home Office guidance to local authorities in England and
Wales on the judicial approval process for RIPA and the crime
threshold for directed surveillance”

https://www.gov.uk/government/publications/chan es-to-local-authority-

use-of-ripa).

The application form (see Appendix 2) will be submitted to an
Authorising  Officer for consideration. The form requires the
Investigating Officer to provide a brief summary of the circumstances of
the case on the judicial application form.

The contact numbers for Her Majesty's Court and Tribunals Service to
arrange a hearing is:

. Within office hours 01245 313315 or 01245 313313

] If out of hours the contact numbers are 07736 638551 or 07774
238418

At the hearing, the officer must present to the JP;
. the partially completed judicial application / order form:

" a copy of the RIPA application / authorisation form, together with
any supporting documents setting out the case, and

. the original application / authorisation form (this must be
retained by Investigating Officer).

The JP will consider the paperwork and may ask questions to clarify
points or require additional reassurance on particular matters.

The JP will:

. Consider whether he or she is satisfied that at the time the
authorisation was granted or renewed, there were reasonabie
grounds for believing that the authorisation was necessary and
proportionate;

] Consider whether there continues to be reasonable grounds;

14




3.8

. Consider whether the person who granted the authorisation or
gave the notice was an appropriate designated person within the
Local Authority, and

. Consider whether if the authorisation was made in accordance
with the law, i.e. that the crime threshold for directed covert
surveillance has been met.

The JP may:

. Decide to approve the Grant or renewal of an authorisation
which will then take effect and the Local Authority may proceed
to use the technique in that particular case, or

. Refuse to approve the grant or renewal of an authorisation in
which case the RIPA authorisation will not take effect and the
Local Authority may not use the technique in that case.

Where an application has been refused the Investigating Officer should
consider the reasons for that refusal. If more information was required
by the JP to determine whether the application / authorisation has met
the tests, and ihis is the reason for refusal, the Investigating Officer
should consider whether they can reapply, for example, if there was
information to support the application which was available to the Local
Authority, but not included in the papers provided at the hearing.

Where the JP refuses to approve the application / authorisation or
renew the application / authorisation and decides to quash the original
authorisation or notice the court must not exercise its power to quash
the application / authorisation unless the applicant has had at least 2
business days from the date of the refusal in which to make
representations. If this is the case the officer will inform Legal Services
who wili consider whether to make any representations.

Whatever the decision, the JP will record their decision on the order
section of the judicial application / order form. The court will retain the
copy of the Local Authority RIPA application and authorisation form and
the judicial application / order form. The officer will retain the original
application / authorisation and a copy of the judicial application / order
form.

As previously stated the Chief Legal Assistant is responsibie for giving
each authorisation a central unique identification number using a
standard consistent format and recording it in a Central Record of RIPA
Applications and Authorisations. This is to ensure that an up-to-date
central record is maintained for all directed covert surveillance activity.
Similarly, copies of all cancellations, renewals and review appiications
should be forwarded to the Chief Legal Assistant promptly. The original
authorisation should be kept on the investigation file.

15




3.9

3.10

3.1

3.12

3.13

The Investigating Officer and the Authorising Officer must consider the
possibility that the surveillance activity may result in the acquiring of
confidential information. If this is considered to be likely then the
Investigating Officer must highlight this on the application.

Written surveillance authorisations last for a maximumn of three months.
Surveillance authorisations must sheuld be cancelled when no longer
required (see 3.15 below).

All Investigating Officers completing RIPA applications must ensure
that applications are sufficiently detailed. Authorising Officers should
refuse to authorise applications that are not to the required standard
and should refer them back to the Investigating Officers.

Review: Any proposed or unforeseen changes to the nature or extent
of the surveillance operation which may result in the further or greater
intrusion into the private life of any person should be brought to the
attention of the Authorising Officer by means of a review.

Each application should be reviewed after an appropriate period of time
and at most cne menth after the authorisation or previous review. The
responsibility for review rests with the Authorising Officer who should
conduct the review with the Investigating Officer. Reviews should not
be conducted solely by the Investigating Officer. Details of the review
should be recorded on the form "Review of the use of Directed
Surveillance Authorisation”, available on the Home Office website and
retained with the original authorisation. The Authorising Officer must
ensure through diarisation or otherwise that regular reviews are
conducted within the correct timeframe.

There is no requirement for a review form to be submitted to a JP.
However if a different surveillance techniques is required it is likely a
new application will have to be completed and approved by a JP.

Renewal: Should it be necessary to renew a Directed Covert
Surveillance or CHIS application / authorisation, this must be approved
by a JP.

Applications for renewals should not be made until shortly before the
original authorisation period is due to expire but the applicant must take
account of factors which may delay the renewal process (e.g.
intervening weekends or the availability of the relevant authorising
officer and a JP to consider the application).

The applicant should complete all the sections within the renewal form
and submit the form to the authorising officer.

16




3.15

Authorising Officers should examine the circumstances with regard to
Necessity, Proportionality and the Collateral Intrusions issues before
making a decision to renew the activity. A CHIS application should not
be renewed unless a thorough review has been carried out covering
the use made of the source, the tasks given to them and information
obtained. The Authorising Officer must consider the results of the
review when deciding whether to renew or not. The review and the
consideration must be documented.

If the Authorising Officer refuses to renew the application the
cancellation process should be completed. If the Authorisation Officer
authorises the renewal of the activity the same process is to be
followed as mentioned earlier for the initial application.

A renewal takes effect on the day on which the authorisation would
have ceased and lasts for a further period of three months.

Cancellation The Investigating Officer should complete the
“Cancellation of the use of Directed Covert Surveillance” form available
on the Home Office website and forward to the Authorising Officer who
granted or last renewed the authorisation. It must be cancelled if they
are satisfied that the directed covert surveiliance no longer meets the
criteria upon which it was authorised. Where the Authorising Officer is
no longer available, this duty will fall on the person who has taken over
the role of Authorising Officer or the person who is acting as
Authorising Officer.

As soon as the decision is taken that directed covert surveillance
should be discontinued, the applicant or other investigating officer
involved in the investigation should inform the Authorising Officer. The
Authorising Officer will formally instruct the Investigating Officer to
cease the surveillance, noting the time and date of their decision. This
will be required for the cancellation form. The date and time when such
an instruction was given should also be recorded in the Central Record
of RIPA Applications and Authorisations along with a note of the
amount of time spent on the surveillance.

The officer submitting the cancellation should complete in detail the
relevant sections of the form and include the period of surveillance and
what if any images were obtained and any images containing third
parties. The Authorising Officer should then take this into account and
issues instructions regarding the management and disposal of the
images etc.

17
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42

The cancellation process should also be used to evaluate whether the
objectives have been achieved and whether the applicant carried out
what they stated was necessary in the application form. This check will
form part of the oversight function. Where issues are identified they will
be brought to the attention of the line manager and the Senior
Responsible Officer. This will assist with future audits and oversight.

Joint Agency Surveillance

In cases where one agency is acting on behalf of another, it is usually
for the lead agency to obtain or provide the authorisation. For example,
where surveillance is carried out by Council employees on behalf of the
Police, authorisation would be sought by the police. If it is a joint
operation involving both agencies the lead agency should seek
authorisation.

Council staff involved with joint agency surveillance are to ensure that
all parties taking part are authorised on the authorisation page of the
application to carry out the activity. When staff are operating on ancther
organisation’s authorisation they are to ensure they see what activity
they are authorised to carry out and make a written record. They
should also inform the Senior Responsible Officer or the Chief Legal
Assistant of the unique reference number, the agencies involved and
the name of the officer in charge of the surveillance.
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PART 3 DETAILED PROCEDURE FOR USE OF COVERT HUMAN

1.1

21

2.2,

2.3

3.1

32

3.3

INTELLIGENCE SOURCES (CHIS)
Purpose

To ensure that CHIS activity is only undertaken in appropriate cases is
properiy authorised and recorded and is compliant with the Human
Rights Act 1998 and the Regulation of Investigatory Powers Act 2000
and the appropriate Code of Practices, made there under.

Scope

This procedure applies to all usage of under-cover officers or
informants, referred to as Covert Human Intelligence Sources (CHISs).
This procedure does not apply to members of the public or Council
officers who volunteer information pertaining to other individuals unless
they are required to form a relationship with those other individuals.

Test purchase activity does not in general require authorisation under
RIPA as vendor-purchaser activity does not constitute a relationship

All sections of the Council who routinely or occasionally undertake
CHIS activity must comply with this procedure and ensure that their
local procedures make reference to this document.

Procedure

Itis very important that the correct authorisation procedure is followed
prior to undertaking CHIS activity. Interference of the right to privacy
without proper authorisation may render any evidence obtained
unusable in a criminal court. If CHIS activity is conducted without the
necessary authorisation, the Council and possibly individuals may be
sued for damages for a breach of Human Rights. in civil matters
adverse inferences may be drawn from such unlawful interference.

This procedure is supported by the Home Office “The Use of Covert
Human Intelligence Sources” Code of Practice, which is available on
the Gov.UK website. Ail Investigating Officers and Authorising Officers
should fully acquaint themselves with the Code of Practice and refer to
it during both the application and authorisation processes.

All CHIS activity must be approved prior to the activity taking place by
an Authorising Officer and a Justice of the Peace (“JP"). Officers
seeking authority to undertake CHIS activity should complete the form
“Application for the Use of a Covert Human Intelligence Source (CHIS)"
available from the Home Office Website. Completed application forms
should be forwarded to the relevant Authorising Officer.
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34

3.5

3.6

Within the provisions there has to be;

(a)  a person who has the day to day responsibility for dealing with
the source and for the source's security and welfare (Handler)

{b)  at all times there will be another person who will have general|
oversight of the use made of the source (Controller)

()  atalltimes there will be a person who will have responsibility for
maintaining a record of the use made of the source

The Handler will have day to day responsibility for:

s dealing with the source on behalf of the Local Authority
concerned,;

. directing the day to day activities of the source;

] recording the information supplied by the source; and

. monitoring the source's security and welfare.

The Controller will be responsible for the general oversight of the use of
the source.

Tasking is the assignment given to the source by the Handler or
Controller by asking him to obtain information, to provide access to
information or to otherwise act, incidentally, for the benefit of the
relevant Local Authority. Authorisation for the use or conduct of a
source is required prior to any tasking where such tasking requires the
source to esfablish or maintain a persona! or other relationship for a
covert purpose.

In some instances, the tasking given to a person will not require the
source to establish a personal or other relationship for a covert
purpose. For example, a source may be tasked with finding out purely
factual information about the [ayout of commercial premises.
Alternatively, @ Council Officer may be involved in the test purchase of
items which have been labelled misleadingly or are unfit for
consumption. In such cases, it is for the Council to determine where,
and in what circumstances, such activity may require authorisation.

Should a CHIS authority be required, all of the staff involved in the
process should make themselves fully aware of all of the aspects
relating to tasking contained within the CHIS codes of Practice

Appiication forms should be allocated a reference number by the
applicant relevant to the department and the particular investigation.
The reference number should alsc reflect the number of authorisations
in respect of the investigation.
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3.7

3.8

3.9

3.10

The application for authorisation must include full details of the reason
for the CHIS and the intended outcome of the activity. The necessity for
the CHIS activity should be explained. The CHIS activity must be
proportionate to the potential offence or irregularity under consideration
and should only be used when other methods of less intrusive
investigation have been attempted or are not appropriate. CHIS
authorisation forms must include enough detail for the Authorising
Officer to make an assessment of the necessity and proportionality of
the application. The application form must include details of the
resources to be applied, the anticipated start date and duration of the
activity, if necessary broken down over stages. Details shouid also be
given of any CHIS activity previously conducted on the individual.

The authorisation request should be accompanied by a risk
assessment, giving details of how the CHIS is going to be handled and
the arrangements which are in place for ensuring that there is at all
times a person with responsibility for maintaining a record of the use
made of CHIS. The risk assessment should take into account the
safety and welfare of the CHIS in relation to the activity and should
consider the likely consequences should the role of the CHIS become
known. The ongoing security and welfare of the CHIS after the
cancellation of the authorisation should also be considered at the
outset. Completed authorisation forms should be allocated a reference
number by the Investigating Officer relevant to the department / team
and the particular investigation. The Investigating Officer should also
obtain the next unique reference number from the Central Record of
RIPA Applications and Authorisations maintained by the Chief Legal
Assistant,

The Authorising Officer will consider the completed application form
and inform the officer making the application of his decision. The
Authorising Officer will retain a copy of the authorisation form and
monitor this for review, renewal and cancellation.

In addition the Authorising Officer must notify the Chief Executive &
Town Clerk of an authorisation

The Investigating Officer requesting authorisation for CHIS activity
must give consideration to the following factors:

. Necessity — is covert surveillance the only or best way to
retrieve the desired information or are other less invasive
methods appropriate.
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3.1

. Proportionality - is the surveillance activity proportional to the
evidence that will be obtained and to the privacy the subject
could reasonably expect. Are the methods used excessive and
are they as non-invasive as is possible, and does the
surveillance restrict an individual's right for privacy more than is
absolutely necessary. To demonstrate proportionality it is useful
to compare the cost of the proposed surveillance activity with the
scope of the problem and the potential impact on those
impacted by the problem, and to identify how much the activity
will impinge on the subjects.

. Collateral intrusion - is the obtaining of information relating to
persons other than the subject of the investigation. The
application must show what steps are to be taken so as to
minimise collateral intrusion.

Magistrates Court Approval: As stated above from the 1 November
2012 all applications and renewals for Directed Covert Surveillance and
use of a CHIS will be required to have a JP's approval.

Having received approval from an Authorising Officer the investigating
Officer must now complete the relevant application form to seek
approval from a JP. An application form is attached at Appendix 2.
The Investigating Officer must ensure compliance with the statutory
provisions and should see the Home Office publication (October 201 2)
‘Protection of Freedoms Act 2012 — changes to provisions under the
Regulation of Investigatory Powers Act 2000 (RIPA) Home Office
guidance to Local Authorities in England and Wales on the judicial
approval process for RIPA and the crime threshold for directed
surveillance”

https:/iwww.gov. uk/governmen t/publications/changes-to-local-authority-

use-of-ripa

The application form will be submitted to an Authorising Officer for
consideration. The form requires the Investigaling Officer to provide a
brief summary of the circumstances of the case on the judicial
application form.

The contact numbers for Her Majesty's Court and Tribunals Service to
arrange a hearing is:

] Within office hours 01245 313315 or 01245 313313

. If out of hours the contact numbers are 07736 638551 or 07774
238418
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At the hearing, the officer must present to the JP:
a the partially completed judicial application/order form:

" a copy of the RIPA application / authorisation form, together with
any supporting documents setting out the case, and

. the original application / authorisation form (this must be
retained by Investigating Officer).

The JP will consider the paperwork and may ask questions to clarify
points or require additional reassurance on particular matters.

The JP will:

s Consider whether he or she is satisfied that at the time the
authorisation was granted or renewed, there were reasonable
grounds for believing that the authorisation was necessary and

proportionate;
" Consider whether there continues to be reasonable grounds;
. Consider whether the person who granted the authorisation or

gave the notice was an appropriate designated person within the
Local Authority, and

= Consider whether the authorisation was made in accordance
with the law.

The JP may;

" Decide to approve the Grant or renewal of an authorisation

which will then take effect and the authority may proceed to use
the technique in that particular case; or

. Refuse to approve the grant or renewal of an authorisation in
which case the RIPA authorisation will not take effect and the
Local Authority may not use the technique in that case.

Where an application has been refused the Investigating Officer should
consider the reasons for that refusal. If more information was required
by the JP to determine whether the application / authorisation has met
the tests, and this is the reason for refusal the Investigating Officer
should consider whether they can reapply, for example, if there was
information to support the application which was available to the Local
Authority, but not included in the papers provided at the hearing.
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3.12

3.13

3.14

3.15

Where the JP refuses to approve the application / authorisation or
renew the application / authorisation and decides to quash the original
authorisation or notice the court must not exercise its power to quash
the application / authorisation uniess the applicant has had at least 2
business days from the date of the refusal in which to make
representations. If this is the case the officer will inform Legal Services
who will consider whether the Council should make any
representations.

Whatever the decision, the JP will record their decision on the order
section of the judicial application / order form. The court will retain the
copy of the Local Authority RIPA application and authorisation form and
the judicial application / order form. The officer will retain the original
application / authorisation and a copy of the judicial application / order
form.

The original application and the copy of the judicial application / order
form must be forwarded to the Chief Legal Assistant for the Central
Record of RIPA Applications and Authorisations.

The original application and the copy of the judicial application / order
form must be forwarded to the Chief Legal Assistant promptly before
the CHIS activity commences to ensure it meets all the necessary
requirements. As previously stated the Chief Legal Assistant is
responsible for giving each authorisation a central unique identification
number using a standard consistent format and recording it in a central
register. This is to ensure that an up-to-date central record is
maintained for all CHIS activity. Similarly, copies of all cancellations,
renewals and review applications should be forwarded to the Chief
Legal Assistant promptly. The original authorisation should be kept on
the investigation file.

All Investigating Officers completing CHIS applications must ensure
that applications are sufficiently detailed. Authorising Officers should
refuse to authorise applications that are not to the required standard
and should refer them back to the Investigating Officers.

All officers completing CHIS applications and in particular officers
authorising applications must ensure that applications are sufficiently
detailed. Authorising Officers should refuse to authorise applications
that are not to the required standard and should refer them back to the
originating officers.

The Investigating Officer and the Authorising Officer must consider the
possibility that the CHIS activity may result in the acquiring of
confidential information. If this is considered to be likely then the
investigating officer must state this on the application.
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3.16

3.17

3.18

Written CHIS authorisations last for a maximum of 12 months. CHIS
authorisations should be cancelled when no longer required. The
investigating officer should complete the “Cancellation of an
Authorisation of the Use or Conduct of a Covert Human Intelligence
Source (CHIS)” form available on the Home Offices website and
forward to the relevant Authorising Officer.

Each CHIS should be managed through a system of tasking and
review. Tasking is the assignment given to the CHIS by the Handler.
The task could be asking the CHIS to obtain information, to provide
access to information or to otherwise act for the benefit of the Council.
The handler is responsible for dealing with the CHIS on a day to day
basis, recording the information provided and monitoring the CHIS's
security and welfare. The Authorising Officer should maintain generai
oversight of these functions.

During CHIS activity there may be occasions when unforeseen action
or undertakings occur. Such incidences should be recorded as soon as
practicable after the event and if the existing authorisation is
insufficient, it should either be updated and re-authorised (for minor
amendments only} or it should be cancelled and a new authorisation
obtained before any further action is carried out. Similarly, where it is
intended to task a CHIS in a new significantly different way than
previously identified, the proposed tasking should be referred to the
Authorising Officer, who should consider whether a separate
authorisation is required. This should be done in advance of any
tasking and details of such referrals must be recorded.

Review: Any proposed or unforeseen changes to the nature or extent
of the surveillance operation which may result in the further or greater
intrusion into the private life of any person should be brought to the
attention of the Authorising Officer by means of a review.

Each application should be reviewed after an appropriate period of time
and at most one month after the authorisation or previous review. The
responsibility for review rests with the Authorising Officer who should
conduct the review with the Investigating Officer. Reviews should not
be conducted solely by the Investigating Officer. In some cases, the
Authorising Officer may delegate the responsibility for conducting of
reviews to a subordinate Officer. The review should include g
reassessment of the risk assessment, with particular attention given to
the safety and welfare of the CHIS. The Authorising Officer should
decide whether it is appropriate for the authorisation to continue.
Details of the review should be recorded on the form “Review of a
Covert Human Intelligence Source (CHIS) Authorisation” available on
the Home Office website, and retained with the original authorisation.
Cases should be reviewed at no more than one month intervals. The
Authorising Officer must ensure, through diarisation or otherwise, that
regular reviews are conducted within the correct timeframe.
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3.19

3.20

Details of the review should be recorded on the form “Review of the
use of Directed Surveillance Authorisation”, available on the Gov.UK
website and retained with the original authorisation. The Authorising
Officer must ensure through diarisation or otherwise that regular
reviews are conducted within the correct timeframe.

There is no requirement for a review form to be submitted to a JP.
However if a different surveillance techniques is required it is likely a
new application will have to be completed and approved by a JP.

Renewal: Shouid it be necessary to renew a Directed Surveillance or
CHIS application / autherisation, this must be approved by a JP.

Applications for renewals should not be made until shortly before the
original authorisation period is due to expire but the applicant must take
account of factors which may delay the renewal process (e.g.
intervening weekends or the availability of the relevant authorising
officer and a Justice of the Peace to consider the application).

The applicant should complete all the sections within the renewal form
and submit the form to the authorising officer.

Authorising Officers should examine the circumstances with regard to
Necessity, Proportionality and the Collateral Intrusions issues before
making a decision to renew the activity. A CHIS application should not
be renewed unless a thorough review has been carried out covering
the use made of the source, the tasks given to them and information
obtained. The Authorising Officer must consider the results of the
review when deciding whether to renew or not. The review and the
consideration must be documented.

If the Authorising Officer refuses to renew the application the
cancellation process should be completed. If the Authorisation Officer
authorises the renewal of the aclivity the same process is to be
followed as mentioned earlier for the initial application.

A renewal takes effect on the day on which the authorisation would
have ceased and lasts for a further period of three months.

Cancellation — The Investigating Officer should complete the
“"Cancellation of an authorisation for the use or conduct of a Covert
Human Intelligence Source” form available on the Gov.UK website and
forward to the Authorising Officer who granted or last renewed the
authorisation. Where the Authorising Officer is no longer available, this
duty will fall on the person who has taken over the role of Authorising
Officer or the person who is acting as Authorising Officer.
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3.21

As soon as the decision is taken that CHIS activity should be
discontinued, the applicant or other Investigating Officer involved in the
investigation should inform the Authorising Officer. The Authorising
Officer will formally instruct the Investigating Officer to cease such
activity, noting the time and date of their decision. This will be required
for the cancellation form. The date and time when such an instruction
was given should also be recorded in the Central Record of RIPA
Applications and Authorisations.

The officer submitting the cancellation should complete in detail the
relevant sections of the form,

The cancellation process should also be used to evaluate whether the
objeclives have been achieved and whether the applicant carried out
what they stated was necessary in the application form. This check will
form part of the oversight function. Where issues are identified they will
be brought to the attention of the line manager and the Senior
Responsible Officer. This will assist with future audits and oversight.

Record Management for CHIS - Proper records must be kept of the
authorisation and use of a source. The particulars to be contained
within the records are:

- the identity of the source;
] the identity, where known, used by the source;
. any relevant investigating authority other than the Local

Authority maintaining the records:;

" the means by which the source is referred to within each
relevant investigating authority;

s any other significant information connected with the security and
welfare of the source;

s any confirmation made by a person granting or renewing an
authorisation for the conduct or use of a source that the
information in paragraph (d) has been considered and that any
identified risks to the security and welfare of the source have
where appropriate been properly explained to and understood
by the source;

= the date when, and the circumstances in which the source was
recruited;
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the identities of the persons who, in reiation to the source, are
discharging or have discharged the functions mentioned in
section 29(5)(a) to (c) of the 2000 Act or in any order made by
the Secretary of State under section 29(2)(c);

the periods during which those persons have discharged those
responsibilities;

the tasks given to the source and the demands made of him in
relation to his activities as a source;

all contacts or communications between the source and 3z
person acting on behalf of any relevant investigating authority;

the information obtained by each relevant investigating authority
by the conduct or use of the source;

any dissemination by that authority of information obtained in
that way; and

in the case of a source who is not an undercover operative,
every payment, benefit or reward and every offer of a payment,
benefit or reward that is made or provided by or on behalf of any
relevant investigating authority in respect of the source's
activities for the benefit of that or any other relevant investigating
authority.
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Appendix 1

SAMPLE APPLICATION FORM FOR USE OF DIRECTED COVERT
SURVEILLANCE

Unique Reference Number | Refer fo your policy as to how
you obtain the unigue
number. All applications

. must have one and put on
| each page.

Part II of the Regulation of Investigatory Powers
Act 2000

Authorisation Directed Surveillance

Public Authority State your Public Authority Name and full address
[ (including full address)

Name oprPlieanl:' B Details of the person | Unit/Branch /Division Section and departmentr
completing the form

Full Address i | Provide the address of your department

Contact Detalls Provide full contact details inciuding email address. Make it easy for the
Authorising Officer, or anyone else associated with the process to contact you.

Investigation/Operation This may be an investigation reference number allocated to this case, or some
Name (if applicable) | o raference

.Investiga_t_ing Officer (if a person other than the If the form is being completed by someone who is not
applicant) the investigator, then the investigators details must be
put in this box.




DETAILS OF APPLICATION

1. Give rank or position of authorising officer in accordance with the Regulation of iﬁvestigatory Powers |
(Directed Surveillance and Covert Human Intelllgence Sources) Order 2010 No.521,*

As above.

For local authorities: The exact position of the authorising officer should be given. For
example, Head of Trading Standards.

Also use the description of the person’s position contained within your policy to remove any |
confusion. '

2. bescribe the purpose of the specific opératlon or investlgation_;_:

Describe the investigation to date including the offences and the relevant Iegislatidn; Wl;en-,
where and how are the offences occurring. Remember the Authorising Officer needs to be |
clear what the offence is and the circumstances. (keep information relevant and to the point)

Include the details of the suspects and persons involved and the role they play within the |
investigation. (Do not put confidential information in such as informants’ names)

Consider disclosure implications under CPIA with regards to not revealing unnecessary |
information. However, the AQ needs sufficient relevant information to make a decision. The
provisions of using CPIA sensitive information may be a way of dealing with the sensitivity
issues later, by editing material if it has to be disclosed. However, if the document contains

sensitive information remember to keep it secure at all times. (

Cross reference where necessary to other relevant applications

3. Describe "ir-nfdl:ail the surveillance op_eratlon to be authorised aﬁd axpéded ciuratiori, inclut_ﬂng i'u'w’
premises, vehicles or equipment {(e.g. camera, binoculars, recorder) that may be used.

! For local authorities: The exact position of the authorising officer should be given. For example,
Head of Trading Standards.




This should be completed, after attending the area of where the activity is to be carried o(lt,"
and having carried out a surveillance assessment having taken into account risks or limiting |
factors. Limiting factors are anything can affect the success of the operation.

Consider the AO statement in box 12, the 5 WH. The applicant can only do what is authorised
by the AQ, not what they have applied for.

Consider the aims and objectives, confirmation of address may only need static
observations; however, lifestyle intelligence may require foot‘mobile and use of covert

cameras etc.

What exactly do you want to do? Is it static observations, foot or mobile? You want a
combination? However, only ask for what you can realistically carry out. It is not a wish list;

it should be carried out to achieve the objectives.

How do you want to carry out the surveillance and what equipment do you want to use? You
must make the AO aware of the capabilities of any equipment you want to use.

Where is the activity to take place? Who is the activity against and when do you want to carry
it out?

What is the expected duration? It does not mean that it must only be authorised to this point.
Once signed, the authorisation lasts for a 3 month period. You must update the AO when
they set the review dates. If your operation ends prior to any review date or the 3 month
period, you must cancel it straight away and submit the cancellation form. It does not expire.

REMEMBER YOU CAN ONLY DO WHAT IS AUTHORISED ON THE AO SECTION, NOT WHAT
YOU HAVE APPLIED FOR IN THIS SECTION.

4, The identities, where known, of those to be subject of the directed surveillance.




«  Name:
»  Address:
« DOB:

« Qther information as appropriate:

If you do not know who the subjects are, insert any descriptions you may have. If as a resuit
of the surveillance, you identify anyone, you must submit this information on a review form
to the AO.

Consider any known associates. If the intelligence is that the subject of the surveillance has |
known assocciates, are they likely to become subjects of the surveillance? If so, detail them

as part of the application.

5. Explain the Information that it is desired to obtain as a result of the directed surveillance.

These are the surveillance objectives. They should have been identified during the planning
stage and a feasibility study carried out to assess whether they can be achieved. It's no use
setting objectives that can’t be achieved.

What is the surveillance going to tell you?
What, if any, criminality will it establish?
Will it identify subjects involved in criminality?

Will it house subject or their criminal associates?

E.G.

. identify the location of the subject’s place of work

. To gather intelligence and evidence to establish the extent of the criminality (size).

] Identify other persons involved, such as suppliers.

) Identify other premises involved, such as storage buildings.

. Obtain best evidence through the use of photographic equipment to assist with

identifying the offenders

Obtain best evidence to assist with a prosecution of offenders




6. Identify on which grounds the directed surveillance is necessary under Sectlon 28(3) of RIPA, ﬂ;ue"_. 1
those that are inapplicable. Ensure that you know which of these grounds you are entitied to rely on
{SI 2010 No.521).

« In the interests of national security;

«  For the purpose of preventing or detecting crime or of preventing disorder;
« In the interests of the economic well-being of the United Kingdom;

« In the interests of public safety;

» For the purpose of protecting public health;

« For the purpose of assessing or collecting any tax, duty, levy or other imposition, contribution or charge payable
to a government department;

For Directed Surveillance, Local Authorities only lawful purpose is preventing or detecting
crime and the crime must be capable of carrying six months imprisonment or criminal
offences relating to the underage sale of alcohol or tobacco under sections 146, 147 or 147A
of the Licensing Act 2003 or section 7 of the Children and Young Persons Act 1933.

Due to the nature of the offences, if any other areas above are applicable such as protection
of public health, this should be made clear in the body of the application and the
proportionality section.

7. Explain why this directed surveiltance Is 7necessary on the Erounds you have identifiad '[Coile
paragraph 3.3]. ‘

You can reiterate the criminal offences

Why is it necessary at this stage of the enquiry to carry out covert activity?
What is the purpose of the operation?

How will the activity assist or progress the investigation?

What will be the consequences of the proposed action be to the victim?
Why do we need this evidencefintelligencef/information?

What other enquiries have been carried out and results? This does not have to be a last
resort, but if there is a less intrusive way of achieving your objectives you should take that
option, or explain why you can't take that option.

Consequences of not taking action

It is not for the applicant to state on the application that they believe it to be necessary. This
is the responsibility of the AQ to reach that decision.




B. Supply details of any potential collateral intrusio_n and why the intfusion is -unaw-:lidable.ﬂ[ﬂear En”_‘
mind Code paragraphs 3.8 ta 3,11,]

Describe precautions you will take to minimise collateral Intrusion.

There are three parts to this section (see above). You must answer them all, as this section
directly impacts upon the proportionality test.

1. SUPPLY DETAILS OF POTENTIAL COLLATERAL INTRUSION

Visit the location of where the activity is to take place and carry out a risk assessment. Who
lives at the property that you may be watching. Have they got children who might be affected |
such as going to school etc.?

Determine where you need to be to carry out the surveillance. What else can you see?
What equipment will you be using and what will it see and record?
Consider Confidential Information

It may be useful to paint the picture in words of what it is you will be watching in the locality.
This will assist the AO. You may also want to refer to any plans or maps attached to the
application.

2. WHY IS THE INTRUSION UNAVOIDABLE?

Consider why the intrusion is unavoidable, such as the location and time frame that the
observations have to be carried out. It may be that you are limited to the use of certain |
equipment only and therefore governed by its operating capabilities. Your observation
position may be the only place you can use.

3. DESCRIBE THE PRECAUTIONS YOU WILL TAKE TO MINIMISE COLLATERAL INTRUSION

Having carried out the risk assessment and identified what the intrusion is, consider ways of
reducing the intrusion, or keeping it to a minimum. You should consider:

State who the activity will be focused on, such as the subject etc., not the innocent third
parties subject to the collateral intrusion.

Keeping the surveillance activity focussed with regards to length of time spent on the
observations. However, remember that you still need time to achieve your objectives. You
will need some flexibility built in to your timings.

If using technical equipment such as video or covert recordings, consider the position and
focal length of the lenses when filming to reduce the intrusion. Consider when and who you
will use the equipment against, such as the suspects only.

How will you manage any images obtained? Consider Data Protection, confidentiality,
security, dissemination of the images, and any guidance provided by your organisation,
including any Home Office guidance.

Are the staff trained to carry out the activity? If so, this may assist, as they should know
what they are doing with regards to collateral intrusion.

The activity needs to be tightly managed and reviewed constantly. If there is a considerable
change in the intrusion once the activity commences, then the AC needs to be made aware.




9. Explain why this directed surveillance is proportionate to what it seeks to achieve. How intrusive |
might [t be on the subject of survelllance or on others? And why Is this intrusion outweighed by the |
need for surveillance in operational terms or can the evidence be obtained by any other means fCode
paragraphs 3.4 to 3.7]7

In the necessity box we stated why it was necessary to carry out the covert activity. In this
box we are assessing whether the actions requested are proportionate to the overall
operational aims within the investigation, having taken into account of the intrusion issues.

How serious are the offences under investigation? What is the direct or accumulative
consequence of the offences?

What are the effects of the offences on the victim or the consequences of what is happening?

Are you asking to do a lot to achieve a little? Do not use a sledgehammer to crack the nut.

If you have provided a good explanation of how the intrusion will be reduced and managed in
the collateral intrusion box, refer them to it. -

Explain why you need to undertake this activity to achieve your objectives, against using
other methods. Why, in operational terms, does your need to use the activity (how the
activity will progress the investigation) outweigh the level of intrusion? Why is this method

the least intrusive option? '

Are your methods/tactics balanced in relation to the likely results?

Consider the length of time of the surveillance operation

What methods are required to achieve the objectives and are there any less intrusive
methods? You should explain what if any less intrusive methods have been considered. If
they can be used they should be. If however less intrusive methods cannot be used, explain
why. You should also take account that technical surveillance may be more intrusive.

Consequences of not taking action.




10. Confidential information [Code paragraphs 4.1 to 4.31].
INDICATE THE LIKELIHOOD OF ACQUIRING ANY CONFIDENTIAL INFORMATION:

Is there any likelihood of Health, Solicitors, Counselling, and Spiritual ete.

It is unlikely that you will obtain this type of material, but an assessment should take place. If
you are, it is a higher level of Authorising Officer who needs to consider it.

Do not mix this up with Private Information which is part of the consideration when
assessing whether the activity falls under RIPA.

11. Applicant’s Details o=
Name (print) Tel Na:
Grade/Rank Date
Signature

"12. Autharising Officer's Statement. [Spell out the *5 Ws” — Who; What; Where; When; Why and HOW- 1n
this and the following box. ]




I hereby authorise directed surveillance defined as follows: [Why is the surveillance necessary, whom is the
surveillance directed against, Where and When will it take place, What surveillance activity/equipment js
sanctioned, How Is it to be achieved?]

REMEMBER THAT EACH CASE HAS TO BE ASSESSED ON ITS OWN MERITS.

Who are you authorising to carry out the activity? Are the staff from one office? Or if a joint
operation, please state that fact and name the other organisation. You have to actually
authorise the other organisation’s staff in writing.

What are you authorising them to do and what equipment are you authorising them to use?
You should have a knowledge of the equipments capability.

Who are you authorising them to do it against, person, address, vehicle,etc?

When are you authorising them to do it?
Where are you authorising the activity to take place?

Why are you authorising whatever you are allowing them to do? They should have stated
within the application earlier what they are hoping to achieve.

When authorising the activity, it is live for 3 months. In other words, as an AO, you cannot
authorise for less. You should set a review date for you to review it if you think that the |
surveillance should be a shorter period.

DO NOT BE AFRAID AS AN AO, TO ONLY ALLOW THEM TO UNDERTAKE CERTAIN
ACTIVITY, AS OPPOSED TO ALL THE ACTIVITY APPLIED FOR, IF IT MEANS THAT IT IS
PROPORTIONATE. STATE WHY ON THE FORM

[F NOT AUTHORISING, STATE WHY.

13. Explain why you belleve the directed surveillance Is necessary [Code paragraph 3.3].

Explain why you believe the directed surveillance to be proportionate to what is sought to be
achleved by carrying it out [Code paragraphs 3.4 to 3.7].

IF YOU ARE WRITING IN THIS SECTION, PRINT THE FORM OUT WITH ENOUGH SPACE TO
WRITE IN. YOU WILL REQUIRE SOME SPACE TO DETAIL HOW YOU HAVE COME TO YOUR

DECISION.
Below are 5 areas that shouid be dealt with by the AO when considering the application.
Code 3.3 requires that the person granting an authorisation BELIEVES that the authorisation

is necessary in the circumstances of the particular case for one of the statutory reasons (see
box 6). Have they made clear what the offence or offences are in the body of the application?




Code 3.4 then if the activities are necessary, the person granting the authorisation must
BELIEVE that they are proportionate to what is sought to be achieved by carrying them out.
AQ must also BELIEVE that the objectives can’t be met by other less intrusive means.

Sec 72 RIPA 2000, a person exercising or performing any power or duty in relation to which
provision may be made by a code of practice under section 71 shall, in doing so, HAVE
REGARD TO THE PROVISIONS (so far as they are applicable) of every code of practice for
the time being in force under that section. (You have to know what the codes say).

Collateral Intrusion Code of Practice 3.8 before authorising surveillance the authorising
officer should also TAKE INTO ACCOUNT the risk of intrusion into the privacy of persons
other than those who are directly the subjects of the investigation or operation.

Code of Practice 3.15 .Any person granting or applying for an authorisation will also NEED
TO BE AWARE OF particular sensitivities in the local community where the surveillance is
taking place and of similar activities being undertaken by other public authorities which
could impact on the deployment of surveillance.

This will take some consideration. Read and study the application fully. Refer to the
applicants boxes that deal with these issues.

Detail your thought processes. How have you come to the conclusion? Do not rubber
stamp, do not use template or cut and paste answers. This is your original note that you
may be relying on in court. If you are making decisions from reading supporting material,
mention the material and keep a copy which needs to be part of the central register. Be
careful to make your decisions on written material not discussions with the case officer
which may be difficult to justify at a later date at court.

Model answer from codes and OSC




L

* Dbalancing the size and scope of the proposed activity against the
gravity and extent of the perceived crime or offence;

» explaining how and why the methods to be adopted will cause the
least possible intrusion on the target and others;

= considering whether the activity is an appropriate use of the
legislation and a reasonable way, having considered all reasonable
alternatives, of obtaining the necessary result;

» evidencing, as far as reasonably practicable, what other methods
had been considered and why they were not implemented.

14. (Confidential Information Authorisation.) Supply detall demonstrating compllance with Code
| paragraphs 4.1 to 4.31. ‘

This is completed by the AO who has the responsibility to consider the authorisation if |
confidential information is likely to be obtained. (Usually someone of a much higher position
than a normal AQO.) e.g. In a Local Authority it will be the Chief Executive.

See rear of codes of practice for relevant position and refer to your policy.

Date of first review AO must set the review date. Consider what the
applicant has stated regarding the length of
time required. Remember, this is so you as the |
AO can now review the need for the activity to
continue on the date you have set. Also refer
to policy. Most state that it must not be longer
than a month. However, you must assess it

against all the facts. -

Programme for subsequent reviews of this authorisation: [Code paragraph 3.23]. Only complete this box
if review dates after first review are known. If not or inappropriate to set additiona!l review dates
then leave blank.
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As above.

Name (Print) Grade / Rank

Signature Date and time

| Explry date and time [ e.g.: authorisation granted on 1 April ,
2005 - expires on 30 June 2005, 23.59 ] From 1 Nov 12 this date will be from
when a Magistrate approves it.

Put in the expiry date. Remember it
lasts for 3 months once signed |
(see opposite)

15. Urgent Authorisation [Code'paragraphg.ﬂ: Authorising officer: explain wi‘zy you considered the céke
se urgent that an oral instead of a written autharisation was given.

OSC guidance states that there is no longer a requirement to complete the whole application
form; contemporaneous notes should have been made by both applicant and AO. However,|
check what your policy says as some organisations still require at least this part to be
completed with certain other sections. If your policy does not make it clear, seek advice.

FROM 1 NOVEMBER 2012 THERE WILL BE NO URGENT PROVISIONA AVAILABLE FOR
LOCAL AUTHORITIES

16.If you are only entitled to act in urgent cases: explain why it was not reasonably practicable for the
application to be considered by a fully qualified authorising officer.

This is because the legislation allows for a lower rank/grade to authorise in urgent cases for|
some organisations. Refer to your policy.

See Statutory Instrument 2010 No 521.

Name {Print) Grade/
= Rank
Signature Date and
! Time

1%




Urgent authorisation
Expiry date:

Expiry time:

Remember the 72 hour
rule  for urgent
authorities - check
Code of Practice.

e.g.

authorisation
granted at Spm
on June 1%
expires 4.59pm
on 4" Jupe

3




Appendix 2

COPY APPLICATION FORM AND ORDER FOR JUDICIAL APPROVAL

Applicatlon for Judiclal approval for authorisation to obtaln or disclose communicatlons data,
to use a covert himan intelligence source or to conduct directed survelllance. Regulation of
investigstory Powers Act 2000 sections 234, 23B, 324, 32B.

Local authotibr
Loeal auihority departments
Offence under investigation:

Addsess of premises or identity of subject:

Covert techoique requested: (tick ome and specify details)

CGommunications Data D
Covert Human Inteliigence Suurce |:|
Directed Sugveillance Im
Summary of details

Note: this application shogld be rewd in cutivncton with the attached RIPA authurisation/RIPA application of nulice,

Tnvestigating Officer:
Authorung € Mficer/Dovignatad Person:
Cifficer{s) appearing before JB:
Address uf applicant department:

Contact tedephone number:
Contact emiil address (optional):
Local authoriry refe

Number of papes:

1%




Order made on an application for Judlelal approval for authorisatlon to obtaln or disclose
communlcations data, to use a covert human Inteliigence source or to conduct directed
surveillance. Regulation of Investigatory Powers Act 2000 sectlons 23A, 23B, 32A, 32B.

Magisirates” court:

Having considered the application, 1 (tick one):

D am satisfed that there are reasonable prounds for belisving that the requirements of the Act were satisfied
and remain satisfied, and that the relevant conditions st satisfied and | therefore approve the grant or
senewal of the suthedsation /natice.

[ efuse 1o approve the grant or tenewsl of the autharisation/notice,

D sefuse o approve ihe grant o rensoal kod quash the authoriation/motice,

Notss

Reasons

Signet:
Date:
Time:
Fuoll roarme:

Addresy of magjstrates” coutt:
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